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Do not operate Nemo Firmware Manager without reading the User Guide, including its
warnings, for the devices used by Nemo Firmware Manager.

Always stop using Nemo Firmware Manager and switch off the Nemo Firmware
Manager device(s) when it is forbidden to use radio equipment or when it may cause
interference or danger.

Never use Nemo Firmware Manager in an aircraft. The use of mobiles in an aircraft
may be dangerous.

Do not use the Nemo Firmware Manager device(s) in a hospital. It may interfere with
nearby electronic devices.

Observe restrictions on the use of radio equipment in gas stations, fuel depots,
chemical plants, or sites where blasting operations are in progress.

NOTE

When using the Nemo Firmware Manager devices, the battery operation time is
reduced from normal use. The best operation times will be achieved when the
batteries are regularly charged and discharged as instructed in the device user
manual. See also other instructions and hints from the device user manual regarding
the battery use.

Note that the local laws and/or regulations may set limitations, restrictions or other
obligations on the use of the Nemo Firmware Manager and/or the test devices.
Observe the laws and regulations of the country (as well as of any other relevant
jurisdiction) where the Nemo Firmware Manager and/or test device is used.
Keysight Technologies Inc. assumes no responsibility or liability arising from the
failure to comply with the local laws and/or regulations.

Is the software of your product up to date?
Keysight will periodically release software updates to fix known defects and incorporate product
enhancements. To search for software updates for your product, go to the Keysight Software
Manager website at: www.keysight.com/find/softwaremanager
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1 Introduction
Welcome to the User Guide for Nemo Firmware Manager. The purpose of this user guide is to

provide you with the basic steps for getting started with Nemo Firmware Manager and where
you can go to get additional help information.

1.1 Quick guide

This quick guide will explain briefly how to update or maintain firmware with Nemo Firmware

Manager.
1. Open the Nemo Firmware Manager application by double-clicking the icon.
2. Connect the mobile device(s) to your PC with a USB cable.
3. Check that the ADB is enabled in the mobile device(s).
4. After Nemo Firmware Manager has identified the mobile device(s), click Check

firmware.

Once the desired firmware version is found, click Update.

6. Wait until the mobile device(s) have been updated and restarted. Do not detach the
device(s) during the update process!

7. Once the update is complete, disconnect the device(s) and close Nemo Firmware
Manager.

o



2 Nemo Firmware Manager Prerequisites
NOTE Note that you are able to use Nemo Firmware Manager only if the device license

option supports it.

Before you can start using Nemo Firmware Manager you must provide Nemo administration
(nemo.support@keysight.com) with the following information:

* Device name

* IMEI of the device

« Serial number of the device

» Firmware version of the device

*  Country Product (CP) code of the device

»  Consumer Software Customization (CSC, region-based) code for the software package

of the device
* Nemo ID and version number of the Nemo firmware in the device if any.



3 Nemo Firmware Manager Setup

This chapter describes the setup process for the Nemo Firmware Manager software.

3.1 Installing Nemo Firmware Manager

1. Ensure that you have internet access on your PC.
You will receive a web address from which you can download the setup.exe file for
Nemo Firmware Manager.

3. Click Install.

4. Restart the computer when prompted.

5. You are now able to start using Nemo Firmware Manager.



4  Updating Firmware with Nemo Firmware Manager

This chapter describes the process of updating firmware with Nemo Firmware Manager.

It is recommended to charge the mobile device battery to full/nearly full before
updating firmware to secure a smooth updating process.

If you update the firmware of your Samsung test device with Nemo Firmware

Manager, you must manually install the original Samsung CDC Composite Device

driver when connecting the device with Nemo Outdoor for the first time after the
update. This needs to be done for each USB port to which a Samsung device is connected.
Refer to chapter 4.4 for step-by-step instructions.

41  Updating the firmware of one mobile device

1. After the initial start-up questions
a. Go to Settings - About device - Software info and tap the Build number item
several times to enable Developer options.
b. Disable the Auto update system setting. The location in settings varies
depending on phone model
c. Then, go to Settings - Developer options and select Enable USB Debugging.
2. Next, open Nemo Firmware Manager.

Nemo Firmware Manager - =] X

File Help

<Device not found>
IMEI:
Serial number:
Android version:
Build number:
Baseband version:
CSC version:
Country:

Nemo ID/version:

Device driver ready
SO R KEYSIGHT
s 'w TECHNOLOGIES NCMO

Ready to update devices

3. Connect the mobile device via an USB cable to the computer in which Nemo Firmware
Manager is running.

4. Wait for the device USB driver installation. The installation may take several minutes.

5. A popup for allowing USB debugging appears on the screen of the mobile device. Select
the Always allow from this computer checkbox and tap OK.



The computer's RSA key
fingerprint is:
E2:68:7F:2A:CD:CF:51:88:57:A4:6C

2k

¥ Always allow from this computer

Cancel

Note that the Allow USB debugging popup is displayed only for a short time, after
which it disappears. If the popup disappears before the Always allow from this
computer checkbox is selected, disconnect the USB cable from the mobile device
and reinsert the cable to the mobile device. The popup should reappear.

6. If the checkbox is not selected, Nemo Firmware Manager displays the following message:

Nemo Firmware Manager

File Help

Samsung Samsung
ADB is unauthorized, please allow ADB from your device IMEL:
Serial number:

Android version:
Build number:
Baseband version:
CSC version:

Country:

Nemo ID/version:

Device driver ready
— KEYSIGHT
Connected to the firmware server w TR BL COIES N e M o

Ready to update devices

If this message is displayed, select the Always allow from this computer checkbox on
the mobile device screen.

7. The device should now be visible in Nemo Firmware Manager. Click Check firmware to
check for an update. If you have downloaded a local copy of the Nemo firmware file
(nemofw), click the ... button to select the file.



s Nemo Firmware Manager [v.2.1.0.16957]

File Help

OnePlus GM1913 [S/N: ea897464] [IMEL: 863420047346172] [SEEEEE) § OnePlus €

Read
o, IMEL: 00orcuun7346172

Chekc Armwars ‘E Serial number: eaB97464
- Android version: 10.0 (SDK 29 / Android 10)
Build number: Oxygen OS 10.0.GM21BA
Baseband version: MPSS.HE.1.0.c11.1-00007-SM8150 GEN_PACK|
CSC version:
Country:

Nemo ID/version:

BT KEYSIGHT

e M IERET Nnemo

8. Once the correct firmware is found, click Update.

9. Nemo Firmware Manager verifies the firmware file and then automatically begins to
update the firmware. Please note that this may take several minutes.

[ Nemo Firmware Manager - o X
a g
File Help
Samsung SM-G928F
IMEL: 353121070181166

Serial number: 0515384531323836

Samsung SM-G928F Android version:  6-0.1 (SDK 23 / Marshmallow)
Waiting for download to complete. Build number: MMB29K.G928FXXS3BPIB

o CONCEL ] Baseband version: G928FXXU3BPIS
CSC version: G928FVFG3BPI1
Country: Slovenia (SI)

Nemo ID/version: (Nemo not installed)

Copy device data to clipboard

Device driver ready
: . YSI
sz AM KEYSIGHT NemoO

Ready to update devices

Do not disconnect the device during the updating!

10. Once the firmware has been updated, the mobile device reboots. Do not disconnect the
device during the reboot.

11. The notification on Nemo Firmware Manager turns green when updating is completed
successfully.

10



B Nemo Firmware Manager
File Help
Samsung SM-G928F Samsung SM-G928F
Flashing completed successfully o s3ini670 1 e
Serial number: 0515384531323836
Android version:  6-0.1 (SDK 23 / Marshmallow)
Build number: MMB29K.G928FXXS3BPIB
Baseband version: G928FXXU3BPIS
CSC version: G928FVFG3BPI1

Country: Slovenia (SI)

Nemo ID/version: 691/13

Copy device data to clipboard

Device driver ready
i i e KEYSIGHT
S——— AM KEYSIGHT Nemo

Ready to update devices

12. Disconnect the mobile device.
13. Close Nemo Firmware Manager.

4.2  Updating the firmware of multiple devices

The workflow for updating firmware in multiple devices is quite similar to the workflow for
updating the firmware in one device.

1. After the initial start-up questions
a. Go to Settings - About device - Software info and tap the Build number item
several times to enable Developer options
b. Disable the Auto update system setting. The location in settings varies
depending on the phone model.
c. Then, go to Settings - Developer options and select Enable USB Debugging.
2. Open Nemo Firmware Manager.

B Nemo Firmware Manager - o X
File Help
<Device not found>

IMEI:

Serial number:

Android version:

Build number:

Baseband version:

CSC version:

Country:

Nemo ID/version:

Device driver ready
: L KEYSIGHT
Connected to the firmware server M TECHNOLOGIES N e M o

Ready to update devices

3. Connect the mobile devices via a USB cable to the computer in which Nemo Firmware
Manager is running.
4. Wait for the device USB driver installation. The installation may take several minutes.

11



5. A popup for allowing USB debugging appears on the screen of each mobile device.
Select the Always allow from this computer checkbox and tap OK on each mobile
device.

debugging?

The computer's RSA key
fingerprint is:
E2:68:7F:2A:CD:CF:51:88:57:A4:6C
2F:

v Always allow from this computer

Note that the Allow USB debugging popup is displayed only for a short time, after

which it disappears. If the popup disappears before the Always allow from this
computer checkbox is selected, disconnect the USB cable from the mobile device
and reinsert the cable to the mobile device. The popup should reappear.

If the checkbox is not selected, Nemo Firmware Manager displays the following
message:

&3 Nemo Firmware Manager

File Help

Samsung Samsung
ADB is unauthorized, please allow ADB from your device IMEL:

Serial number:
Android version:
Build number:
Baseband version:

CSC version:

Country:

Nemo ID/version:

Device driver ready

s o— KEYSIGHT

e AW ERISHT Nemo
If this message is displayed, select the Always allow from this computer checkbox on
the mobile device screen.

6. The devices should now be visible in Nemo Firmware Manager.

12



2, Nemo Firmware Manager [v.3.4 04875 - o X

File Help

Device Control Samsung SM-G996B
IMEIL: 352630602461731
Check all Update all Reboot all Expand all
Serial number: RFCR109DC2M
Androld version:  14.0 (SDK 34 / Upside Down Cake)|

Samsung SM-G996B [S/N: RFCR109DC2M] [IMET: 352630602461731] [USB: 0000.0014.0000.002.000.000.000.000.000" Build number: G996BXXSBGXDH
Ready Baseband version: G996BXXSBGXDH

| Check firmware | ... CSC version: G996BOXMBGXDG

Country: Sweden (SE)
Samsung SM-G996B [S/N: RFCR109DMGH] [IMEL: 352630602464842] [USB: 0000.0014.0000.006.000.000.900.000,000} Nemo ID/version: 43362/1
i | o evice dta t cgboard |
| check firmware | ...
Sony XQ-CQ72 [S/N: QU7703UUEK] [IMET: 359081270360347] [us8: 20002.0001]

Ready
| Check firmware | ...

N AN KEYSIGHT nemo

You can view individual device information by tapping on the device name on the left.
7. Click Check all.

File Help

L Update all Reboot all Expand all J

J

Samsung SM-G996B [S/N: RFCR109DC2M] [IMEL: 352630602461731) [USB: 0000.0014,0000.002.000.000.000.000.000))
Ready
XXSCGXF4-0OXM [Custom-Full] Nemo (34/14.0) v.43415/1 (OXM) (Compatible) Update

| Show all customizations

Samsung SM-G996B [S/N: RICRI09DMGH] [IMEI: 352630602464842] [USH: 0000.0014.0000.006.000.000,000.000.000)
Ready

XXUS5CVH7-0XM [Custom-Full] Nemo (31/12.0) v.42995/1 (OXM) (Compatible) . Update
|| Show all customizations |
Sony XQ-CQ72 [S/N: QV7703UUEK] [IMEL: 359081270360347) {uss: 20002.0001)
Ready

64.1.A.0.891 [Custom-Patch] Nemo (33/13.0) v.42904/2 (64.1.A.0.891) (Compatible) Update o)

=

It is also possible to check firmware for each device individually by clicking Check
firmware with each device. If you have downloaded a local copy of the Nemo firmware
file (.nemofw), click the ... button to select the file.

8. Once the correct firmware is found, click Update all

13



Flle Help

Device Control

Update all

£ [USB: 0000.0014.0000.002.000.000.000.000.000);

=t |
|

Samsung SM-G996B [S/N: RFCR109DC2M] [IMET: 352630602461731]
Downloading firmware...

Samsung SM-G996B [S/N: RICRI09DMGH] [IMLL: 352630602464842)

Downloading firmware...
|

Sony XQ-CQ72 [S/N: QV7703UUEK] [IMEL: 359081270360347)
Downloading firmware...

[ —TT—

It is also possible to update each device individually by clicking Update with each

device.
9. Nemo Firmware Manager verifies the firmware files and then automatically begins to

update the firmware of the devices. Please note that this may take several minutes. You
can still view individual device information by tapping on the device name on the left.

Do not disconnect the devices during the updating!

10. Once the firmware has been updated, the mobile devices reboot.
11. The notifications on Nemo Firmware Manager turn green when updating is completed
successfully. The notifications disappear from the view after a short time.

Note that the devices may not be finished at the same time. It is recommended to
NOTE wait until all devices have been updated successfully before disconnecting the
devices.

After the devices have rebooted, they may appear on the screen again with the
NOTE Check firmware option selected. Check whether the Nemo ID of the device matches
the Nemo ID displayed on the right-hand side of the screen. If the IDs are the same,
the device has the latest firmware installed.

NOTE The Update all devices function does not update devices with the selected firmware
already installed.

12. Disconnect the mobile devices.

14



13. Close Nemo Firmware Manager.

4.3  Updating the firmware with Magisk Manager

With some Samsung S20 devices, you need to use the Magisk Manager tool when updating the
firmware.

1. Start the update normally from the NFM tool.

. The phone installs a custom patch and factory resets.
3. Once the device starts up, go to Settings - About device - Software info and tap the
Build number item several times in order to enable Developer options.
4. Go to Settings - Developer options and select Enable USB Debugging.
5. Disable the Auto Update functionality on the phone. Once done, click OK on NFM.

Samsung SM-G988B [S/N: R5CN20EJ30D] [IMEI: 351828112228720] [(EETTS | Samsung SM-G988B
Please disable automatic firmware updates and press OK. s Seierat oo
Serial number: R5CN20EJ30D

Android version: 10.0 (SDK 29 / Android 10)
Build number: G988BXXU3ATG4
Baseband version: G988BXXU3ATG4

over Wi-Fi: Di: i update system: Disabled.

CSC version: G988BOXM3ATG4

Country: Sweden (SE)

Nemo ID/version:

Copy device data to clipboard

Device driver ready
o KEYSIGHT
2 o 50 M‘ TECHNOLOGIES NeMO

Ready to update devices

6. Open the Magisk Manager app on the phone. Decline any additional setups.

15



09:14 @ @ [d

Search

Samsung Google OneDrive Play Store

. f ¢

Galaxy Store Facebook Netflix

® o 3

Messages Camera Gallery

@ o m

Contacts Settings Calendar

ox z,
o0 ot

Game Launcher Magisk
Manager

7. From the top left corner menu, select Modules.

16



09:126d @ [d

Superuser

Modules

Log

Settings

8. Tap the + icon at the bottom of the screen.
0915 & @

=  Modules

1] @) <

9. Tap the menu item in the top left corner of the Recent page.

17



0938 % S @ - RN |

= Recent

BROWSE FILES IN OTHER APPS

- >
OneDrive

Bug reports
2]

RECENT FILES ON PHONE

No items

10. Tap the Downloads item.
0938 G & S -

Open from

® Recent

¥ Downloads

‘ Bug reports

@ OneDrive 2]

11. Tap the Magisk-Core item.

The modules need to be installed in this specific order:

18



NOTE 1. Magisk-Core
_ 2. NemoFwld

3. NemoAppSysMod

09:15 6 [d & al W

=  Downloads Q

FILES ON DOWNLOADS

.
=
B

NemoAppSysMo... Magisk-Core_v2...
3.20 kB 26 Oct 5.94 MB 26 Oct

-

B NemoFwId2843...
12.53 MB 26 Oct

12. Wait until the installation is finished and tap the Back button to install the other two
modules.

19



09:156d [d & -

& Done!

- Copying zip to temp directory
- Installing Magisk-Core_v20.4.zip
kkkhhkhkhkhkhkhhkhhhhhhhhhhkdhk
Magisk 20.4 Installer
khhhkhkhkhhdhhkhkdhhkrrrhdhdd
Device is system-as-root
Target image: /dev/block/sdal13
Device platform: armé4
Constructing environment
Unpacking boot image
Checking ramdisk status
Magisk patched boot image detected
Patching ramdisk
Repacking boot image
Flashing new boot image
dtbo imag /dev/block/sdal11
Done

13. Next, repeat steps 7-12 to install the NemoFwld module. In step 11, tap the
NemoFwld28431 item.

14. Finally, repeat steps 7-12 to install the NemoAppSysMod module. In step 11, tap the
NemoAppSysMod item.

15. After you have installed all three modules, click OK in NFM. NFM will reboot the device.

[ Bl Nemo Tirmware Manager -

2.1.1.19652] = o
File Tools Help

Samsung SM-G988B [S/N: RSCN20EJ30D] [IMEI: 351828112228720] RS | Samsung SM-G98SB

Please install modules via MagiskManager to device and press OK. DO NOT UPDATE MAGISK IF ASKED! — 351828112228720
Serial number: R5CN20EJ30D
Android version: 10.0 (SDK 29 / Android 10)
Build number: G988BXXU3ATG4
Baseband version: G988BXXU3ATG4
CSC version: G988BOXM3ATG4
Country: Sweden (SE)

Add modules from MagiskManager -> Download in this order: 1) Magisk-Corev20.4.zip 2) NemoFwId28431.zip 3) NemoAppSysMod.zip

Nemo ID/version:

Copy device data to clipboard

Device driver ready
i e, S ANV KEYSIGHT Namo |
\ Ready to update devices TECHNOLOGIES

16. The firmware update is now complete.

20



Bl Nemo Firmware Manager - Logistics [v.2.1.1.19652] - 0
File Tools Help

Samsung SM-G988B [S/N: RSCN20EJ30D] [IMEI: 351828112228720] (ESETETE | Samsung SM-G988B

Firmware update completed successfully IMEL: 351828112228720

Serial number: R5CN20EJ30D

Android version: 10.0 (SDK 29 / Android 10)
Build number: G988BXXU3ATG4
Baseband version: G988BXXU3ATG4

T a—

CSC version: G988BOXM3ATG4
Country: Sweden (SE)
Nemo ID/version: 28431/1

Copy device data to clipboard

Device driver ready
ey S KEYSIGHT
e ot w TECHNOLOGIES NeMO

Ready to update devices

4.4  Install the original Samsung CDC Composite Device driver

If you have updated the firmware of your Samsung test device with Nemo Firmware
Manager, you must manually install the original Samsung CDC Composite Device
driver when connecting the device with Nemo Outdoor for the first time after the

update. This needs to be done for each USB port to which a Samsung device is connected.

Connect the USB data cable from the device to your laptop.

Go to Device Manager.

Right-click on libusb-win32 devices and select Update Driver.
Select Browse My Computer for driver software.

Select Let me pick from list of available drivers on computer.
Select Samsung Mobile USB CDC Composite Device and click Next.

R
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& Device Manager s O peted-p

s - -

File Action View Help

e ME HR B EX®
v & CZC634984Z " —
> i‘ Audio inputs and outputs EE
> | Biometric devices X
> Computer
5w Disk drives & B Update Drivers - Samsung Gadget Serial
> [ Display adapters
<. DVD/CD-ROM drives - . . .
i ; TR = Select the device driver you want to install for this hardware.
b H Interface Devi
2 ! um?n '; " . e o Select the manufacturer and model of your hardware device and then click Next. If you have a
> =& Imaging devices - disk that contains the driver you want to install, click Have Disk.
> Keyboards
v § libusb-win32 devices
i Samsung Gadget Serial
> Mice and other pointing devi Show compatible hardware
> [ Monitors Model
> [ Network adapters 4 )
> @ Ports (COM & LPT) [=]Samsung Gadget Serial
> 7 Print queues B SAMSUNG Mobile USB CDC Composite Device
S = Printers [ZJ]USB Composite Device
> u Processors
> Y Security devices : d
> B Software devices [5) This driver is digitally signed. | HaveDisk..
4 q Sound, video and game contj Tell me why driver signing is important
> S Storage controllers

> @ System devices
w @ lniversal Serial Rus cantrnller [ Net || cancet |

7. Disconnect and reconnect the USB cable to the device.
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5 Start Device Application

With the Start device app tool, you can run a set of applications from the Nemo Firmware
Manager.

To start an application, click the arrow button next to the Check firmware button.
- Nemo Firmware Manager [v.2,1.0.16957)
File Help

Samsung SM-G965F [S/N: 2a1988ac17017ece] [IMEI: 355220096320812] [USB: #0001.0005)|
Ready

| Check firmware

=]

Device driver ready b
Connected to the firmware server
Ready to update devices T

The Start device app field displays a list of applications supported by the device.

- Nemo Firmware Manager [v.2,1.0.16957
File Help
Samsung SM-G965F [S/N: 2a1988ac17017ece] [IMEIL: 355220096320812] [USB: #0001.0005)|
Ready
Check firmware || ... |

Start device app: [ <Select device application>

Device driver ready |‘
Connected to the firmware server
Ready to update devices T

Select an app and click Start.
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s Nemo Firmware Manager [v.2.1.0.16957)
File Help
Samsung SM-G965F [S/N: 2a1988ac17017ece] [IMEIL: 355220096320812] [USB: #0001.0005]

Ready
_ Check firmware |

Start device app: EE o O IO e o o s e |

Device driver ready I‘
Connected to the firmware server
Ready to update devices T

A status field appears next to the Start button indicating whether the application was started
successfully, and the application is started on the phone.

s Nemo Firmware Manager [v.2.1.0.16957)

File Help

Sal‘nsung SM-G965F [S/N: 2a1988ac17017ece] [IMEI: 355220096320812] [USB: #0001.0005]
Ready
Check firmware

Start device app:  Samsung CSC Changer ¥ Start -

Device driver ready I‘
Connected to the firmware server
Ready to update devices T
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6 Nemo Firmware Manager User Interface

This chapter describes the Nemo Firmware Manager user interface.

nager [v.2.1.0.16957] - o X

| st Nem
File Help
OnePlus GM1913 [S/N: ea897464] [IMEI: 863420047346172] ISR | OnePlus GM1913

Ready IMEL:

Check firmware D saii b
erial number:
= Android version: 10.0 (SDK 29 / Android 10)
Build number: Oxygen OS 10.0.GM21BA
Baseband version: MPSS.HE.1.0.c11.1-00007-SM8150 GEN_PACK
CSC version:

Country:

Nemo ID/version:

Device driver ready
BN KEYSIGHT
" g MA TECHNOLOGIES NeMO

Ready to update devices

The ribbon bar in Nemo Firmware Manager displays the options File and Help.
Check firmware for all devices checks the firmware for all connected devices simultaneously.
Update all devices updates all connected devices simultaneously.
Check firmware checks the firmware for the selected device.
Update updates the firmware of the selected device.
Device information is visible on the right side of the display in the following order:

* Device name

* IMEI of the connected device

»  Serial number of the connected device

* Android version of the connected device

*  Build number of the connected device

+ Baseband version of the connected device

+ Consumer Software Customization (CSC, region-based) code for the software package

of the device

*  Country Product (CP) code of the device

* Nemo ID/version displays the ID and version number of the Nemo firmware in the device
Copy device data to clipboard copies the device information shown on screen to the clipboard
for easy reference/collection.
Warning messages are displayed at the bottom left of the user interface display window.

6.1  Nemo Firmware Manager settings
Nemo Firmware Manager settings are located in File | Settings.
Settings X

Download directory

C:\NFM\Downloads

B Check firmware updates automatically when device connected
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In the Settings dialog box you are able to select the download directory either by typing in the

directory or browsing files on the computer.
When the Check firmware updates automatically when device connected option is

selected, Nemo Firmware Manager checks for firmware updates automatically once a mobile
device is connected.

6.2 Manual Driver Installation/Uninstallation

Post downloading and verification when the flashing starts the supported driver is required to
flash the firmware into the device. We can now install the required drivers prior to flashing the

device from “Install Driver” section.
o, Settings

Download directory
C:\Users\ashisena\Downloads

M Check firmware updates automatically when device connected

M Show confirmation message box on exit
M Uninstall Nemo Firmware Manager supported drivers on application close up

Install Driver Uninstall Driver
Select USB driver(Loaded from app folders): Select USB driver(Loaded from Windows driver store):

<Select USB driver> v <Select USB driver> v

<Select USB driver> M Uninstall all supported drivers Uninstall

NFM Fastboot (v.2.7.3.0)
) NFM libusb-win32 (v.2.3.3.0)

Reload drivers

Copyright © 2015-2024 Keysight Technologies Finland Ltd. All rights reserved.

The installed drivers can be manually uninstalled by the user by selecting them from “Uninstall
Driver” section.
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= Settings

Download directory

C:\Users\ashisena\Downloads

M Check firmware updates automatically when device connected

M Show confirmation message box on exit
M Uninstall Nemo Firmware Manager supported drivers on application close up

Uninstall Driver

Install Driver
Select USB driver(Loaded from Windows driver store):

Select USB driver(Loaded from app folders): ‘
<Select USB driver> v <Select USB driver> v

Install <Select USB driver>
NFM Fastboot (v.2.7.3.0)
Additional functions: NFM libusb-win32 (v.2.3.3.0)

Reload drivers

Copyright © 2015-2024 Keysight Technologies Finland Ltd. All rights reserved.
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7 Warning Messages

7.1 Device is in invalid mode - Invalid flash driver detected, install driver

‘ Nemo Firmware Manager e o x

File Help
Samsung MSM8960 Samsung MSM8960
Device is in invalid mode  Invalid flash driver detected, install driver IMET:

Serial number:

Android version:

Build number:

Baseband version:

CSC version:

Country:

Nemo ID/version:

Device driver ready
e m——— MA KEYSIGHT nNnemoO

Ready to update devices

The device does not have the correct flash driver. Click Install Driver.

Click Yes.

‘e“ Do you want to update the USB flash driver?

7.2 Uninstall all supported drivers on exit

Confirm if you want to uninstall all supported devices every time you close NFM. This
notification appears only the first time you close NFM. Note that you need admin rights to install
and uninstall drivers.

Confirm

. Do you want Nemo Firmware Manager to uninstall all
supported drivers on every application close up?

Yes No
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You can change this setting (Uninstall Nemo Firmware Manager supported drivers on application
close up) later from NFM Settings.

,
- Settings X

Download directory
C:\Users\ashisena\Downloads

M Check firmware updates automatically when device connected

M Show confirmation message box on exit

Uninstall Nemo Firmware Manager supported drivers on application close up

Install Driver Uninstall Driver
Select USB driver(Loaded from Windows driver store):

Select USB driver(Loaded from app folders):
<Select USB driver> v <Select USB driver> v
Install M Uninstall all supported drivers Uninstall

Additional functions:

Reload drivers
Copyright © 2015-2024 Keysight Technologies Finland Ltd. All rights reserved.

You can also manually uninstall drivers from Settings. Select a driver from the menu and click
Uninstall.

— Settings

Download directory

C:\Users\ashisena\Downloads

M Check firmware updates automatically when device connected

M Show confirmation message box on exit

M Uninstall Nemo Firmware Manager supported drivers on application close up

Install Driver Uninstall Driver
Select USB driver(Loaded from Windows driver store):

Select USB driver(Loaded from app folders):
<Select USB driver> v <No USB drivers found> v
Install M Uninstall all supported drivers Uninstall

Additional functions:

Reload drivers

Copyright © 2015-2024 Keysight Technologies Finland Ltd. All rights reserved.

Click the Reload drivers button to browse for supported drivers.
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7.3  Device is in invalid mode, reboot required

3 Nemo Firmware Manager = o X
9

File Help
Samsung MSM8960 Samsung MSM8960

Device is in invalid mode, reboot required
Reboot Device

IMEI:

Serial number:
Android version:
Build number:
Baseband version:
CSC version:

Country:

Nemo ID/version:

Device driver ready
; KEYSIGHT
——— AM KEYSIGHT nemo

Ready to update devices

The mobile device is in the wrong mode.

Ensure that the mobile device USB settings are correct by going to Phone | Keypad and
inserting the following combination to open the USB settings: *#0808#

(for Samsung devices only) or put the device in File Transfer

mode(for non Samsung devices) In USB Settings, select MTP + ADB

and tap OK.

USB Settings

(® MTP + ADB

(O RNDIS + ADB

(O RNDIS + ACM + DM

(O RNDIS + ACM + DM + ADB

(O DM +ACM + ADB

0K
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7.4  Waiting for ADB authorization

Nemo Firmware Manager — o X

File Help

Samsung Samsung
ADB is unauthorized, please allow ADB from your device IMEI:
Serial number:

Android version:
Build number:
Baseband version:
CSC version:
Country:

Nemo ID/version:

Device driver ready
Connected to the firmware server M 1'%5%%[96';[3'— N e M o

Ready to update devices

The device USB debugging option is not selected.
You must select the Always allow from this computer checkbox on the mobile device screen.

debugging?

The computer's RSA key
fingerprint is:
E2:68:7F:2A:CD:CF:51:88:57:A4:6C
2F!

v Always allow from this computer

Cancel

If this popup is not displayed on the mobile device screen, disconnect the USB cable from the
mobile device and reinsert the cable. The popup should appear.

7.5 IMEIl read failed

The IMEI of the device is required to get the firmware update. IMEI is read automatically from
the device when it is connected to the USB.
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B Nemo Firmware Manager - =] X

File Help

Samsung SM-G928 Samsung SM-G928F
ghecchimware Serial number:  0515384531323836

Android version: 6.0.1 (SDK 23 / Marshmallow)
Build number: MMB29K.G928FXXS3BPIB
Baseband version: G928FXXU3BPIS

CSC version: G928FVFG3BPI1

Country: Slovenia (SI)

Nemo ID/version: (Nemo not installed)

Copy device data to clipboard

Device driver ready
e KEYSIGHT
Connected to the firmware server m TECHNOLOGIES N e M o

Ready to update devices

If the IMEI read fails, the firmware update is not possible.

B Nemo Firmware Manager - o x|
File Help

Samsung SM-G928F Samsung SM-G928F
IMEI read failed, please reconnect USB cable IMET: <Read failed>

Serial number: 0515384531323836
Android version: 6.0.1 (SDK 23 / Marshmallow)
Build number: MMB29K.G928FXXS3BPIB
Baseband version: G928FXXU3BPIS
CSC version: G928FVFG3BPI1
Country: Slovenia (SI)

Nemo ID/version: (Nemo not installed)

Copy device data to clipboard

Device driver ready
: KEYSIGHT
Connectet o the firmmace server MA REYSUE NCMO

Ready to update devices

To read the IMEI again, reconnect the USB cable. If the IMEI read still fails after USB reconneét,
it is recommended to reboot the device.

7.6 No license to update firmware

Firmware update requires a license bind to the IMEI of the device. If there is no license, the
firmware update is not started, and the following error message is shown.
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Nemo Firmware Manager . m] X
File Help

Samsung SM-G928F Samsung SM-G928F
No license to update firmware IMET: 353121070181166

Serial number: [0515384531323836|

Android version: 6.0.1 (SDK 23 / Marshmallow)
Build numbel MMB29K.G928FXXS3BPIB
Baseband version: G928FXXU3BPIS

CSC version: G928FVFG3BPI1

Country: Slovenia (SI)

Nemo ID/version: (Nemo not installed)

Copy device data to clipboard

Device driver ready
Connected to the firmware server w 'IF(EE}X\JSOILE)BGII!I N e M 0

Ready to update devices
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8 Customer Support

If you have questions on or beyond this documentation about Nemo tools, please contact our
technical support service through Nemo Support Portal at http://nemo.support.keysight.com, call
us or send us an email at nemo.support@keysight.com. Note that for full support you need to
have the Maintenance Agreement.

8.1  Nemo Support Portal

Nemo Support Portal is a web interface for technical support, product-related questions, and
RMA requests. It offers a fast and convenient way to reach our technical support team and
submit repair, warranty repair, and calibration requests. Customers can open a support ticket,
follow the status of existing tickets, and request technical support 24/7/365. Furthermore, the
Nemo Support Portal includes a Knowledge Base for the most frequent and latest topics on
Nemo Products. Submitting a ticket via Nemo Support Portal ensures that our technical
specialists have all the necessary information available to solve your support case, resulting in
faster response times.

Please go to http://nemo.support.keysight.com to access the portal and click Request access to
obtain a password to the system.

8.2  Phone and email support

During the warranty period, the phone support related to potential software errors is free of
additional charge. Registered users with a valid Maintenance Agreement are entitled to full
support. For a list of service locations, please visit http://www.keysight.com/find/assist Nemo
Support Portal is the preferred channel for technical support requests, but you can also send
us an email to nemo.support@keysight.com. When emailing, please let us know the number of
your Software Maintenance and Support Agreement.

8.3  Locations for Keysight Technologies

Online assistance: http://www.keysight.com/find/assist

Should the Declaration of Conformity be required, please contact a Keysight Sales
Representative, or the closest Keysight Sales Office. Alternately, contact Keysight at:
www.keysight.com

KEYSIGHT This information is subject to change without notice.

FECHNOCOGIED © Keysight Technologies Finland, Ltd. 2017-2025
Published in USA, July 21, 2025
NTCO0000A-900005
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